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I. What’s new in Money Laundering?

* “Prepaid cards is the Currency of Criminals,”
IRS Commissioner, John Koskinen, 60 Minutes
Interview CBS News

= “Dread Pirate Roberts” is Ross William
Ulbricht & he knows: “Silk Road” vs. Darknet;

* Credit and Debit Card counterfeiters know;
* "Homey" knows:
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Prepaid Access Devices/Stored Value Cards

* Branded by Visa, Master Card, American Express,
Discover, PayPal. And soon, China Union Pay, ICB
and Amazon

Referred to as “Open Loop" cards, these are
global cash cards

* Works like other debit cards to buy goods and
services or to get cash

One time use, or can be re-loaded at over
150,000 merchant locations in the U.S. using
cash, bank account or another payment card.

Open Loop Cards

Funds can be transferred to other prepaid
cards anywhere in the world in a matter of
seconds using internet applications or mobile
phones. Why would these be sold at discount?

Generic or embossed with a name on card.

Closed Loop or Gift Cards

Branded by Retailers for use only at their
stores;

Referred to as “Closed Loop” cards;

Acts like cash to buy goods and services at
specific merchants;

L]

Purchased for a specific amount and can only
be re-loaded by the merchant;




Market for Gift Cards

* Funds cannot be transferred to other gift
cards unless lost or stolen;

+ Are generally not personalized;

+ Resold on the internet for other cards or to
cash out a card’s value at discount;

* Pawn shops;
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Cash and Prepaid Debit Cards

+ Marcator sslimated over $3408 was loadad on prepaid cards In the US in

2013, Adding new brands like Amazon, JCB and China Unizn Pay will drive

the lotal glabal ‘oad t nearly $1T by 2018.

Sex and Human Traffickers, Carlels and Terrorisl hava found prepaid debit

cards 8 simple way o launder their money nla digiized curmenty with

mpunity.

+ According to the Treasury inspecior General for Tax Adminisiration, over
$21B could be lsundared using stolen identily and ifcit tax relums.

= Many Law Enlorcement entities are seeing significant reductions in cash
salzures, Texas for example has seen a 57% decrease comparing 2013 1a
2014, as ¢riminals move from cash ta prepaid accass cards

Organized Retail Theft

Shoplifters take merchandise;

Return merchandise without receipt;
Provided a gift card;

Driver's licenses used to limit returns are also
modified;

= Gift Cards sold for a steep discount;

* This industry promotes theft, fraud, and
counterfeiting. Not needed!




-

Counterfeit Cards

Starbucks example:

— International crook (where?} discovered the
algorithm used to create 16 digit card numbers;

= Manufactured millions of these cards and sold
them via the internet for 30% of face value;

- Purchases then re-sald the cards for a substantial
profit but for substantially less than face value;

— Justification was that the cards were real because
they worked. Victim never acknowledged $ lost.
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Hack Cred/Deb Card in 6 Seconds
University of Newcastle Theory
Hackers can get valid debit & credit card

numbers, but they do not know the expiration
date or security code;

Use a computer program to fire the card
number at a vast number of websites;

In seconds hackers get a “hit”;

Guessing software establishes the card
expiration date and security code;

Data Verification From Commerce

Banks typically issue cards valid for 60 months;
Guessing expiration date takes at most 60 trys;

The CVV 3 -digit security code takes fewer than
1,000 attempts;

Spread out over 1,000 websites, one will be
verified within a couple of seconds.

The Hacker has all the data needed to hack
your account.




Counterfeit Credit/Debit Cards

* Hackers gain access to corporate finance data;
Sell identification info and card numbers via
the internet for a fee;

Purchasers create fake cards with the 1D info
on the front matching them but with your
numbers on the magnetic stripe on the back;

* Most often used to purchase gift cards or
merchandise to be returned for gift cards.
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Highly-publicized breaches in recent years

+ EBay: 145 million records;

* Home Depot: 109 million records;

* JP Morgan Chase: 83 million records;

* Michael's Stores: 3 million records;

* Staples: 1.16 million records;

* Domino's Pizza: 650,000 records;

* Target: 40 million CC#; 70 million addresses;
* Nieman Marcus: 350,000 cardholders.

Barclays: US responsible for 47% of world’s card
fraud but 24% of worldwide card volume.
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Scottsdale Case 1/15/15

* International wire transfers to purchase stolen
identification and card numbers;

= Set up card manufacturing system in dinning
room of apartment & could include photos;

¢ Used “Hookers” to purchase gift cards;

* Found 6,800 + cards, 9 menths to collect
$57,800 in value from cards;

* No victim information to provide restitution.
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H « Novice and sophisticated
Card C|Ol‘lll'lg criminals can quickly create

101 counterfeit payment cards
= Easily accessible skimming and
recodini devices can copy stolen
personal ldentity and finandal
informatlon on to any magnetic
L1 I stripe

= Buy cradit, debit and prepaid
card infarmation on the dark web
for pennies an account

= “Table Top™ embossing machines
can alter the face of the card to

-
match information contalned on
| == @ magnetic stripe
= Ifthe chard has a ma eéicbstrlpe.
lﬁ it could contain credit, debit or
i prepaid card Information

A bus pass, hotel key card, coffee card?

Hotel room keys and other cards with magnetic stripes can be
repurposed as prepald cards.

Criminals transfer encoded information from valid cards to blank
pieces of plastic using readily available equipment, For about
$130.00, you can buy a reader/writer on E-bay to skim cands.

If the cand has a magnetic strips,
It could contain prepaid card
Information.




Liquidation of * Card Purchasing
Gift Cards Businesses
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Cartel human trafficking mules
accapt closed lcop gift cards for
payment instead of cash

Closed loop prepaid cards are sold
for cash In pawn shops at 80-90%
of the face value,

With over 2,200 retail locations in
Mexico, buying a Wal-Mart closed
loop card is fast and sasy Home
Depot, Target, Best Buy and
Amazon cands are among the mest
popular brands for criminals

International Movement

* Value on cards can be moved in minutes if the
16 digit code has been recorded;

* Can be by computer or by “Smart Phone;”
* Hard to trace the movement of funds;

* Phones are disposable and cannot be easily
traced;

» Maximum space on card: $99,999,999.959;
= Record seizure $480,000,000 one card?

The Cloned Credit, debit, prepaid and
Gift Card Smuggling Epidemic

* Last year-

» 32 million Americans had their credit cards stolen;
+ 12,7 million individuals had their identities stolen;
+ 516B was laundered due to identity theft fraud;

* Over 5408 loaded each year on prepaid cards from
illegal and illicit activities,

 Cash seizures are down as criminals move proceeds
electronically , including prepaid cash and debit
cards.




How much is “a lot?”

“A billion here, a billion there, and pretty soon
you are talking about a lot of money.” Senator
Everett Dirksen years ago about the Federal
Budget.

Now It applies to the value on these cards. By
the end of 2016 a Trillion dollars may be
involved in financial transactions funded by
stored value cards.
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The criminal market is exploding
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Darknet is the Competition

* Must use an encrypted browser only found by
TOR or “The Onion Router.”

Developed by Military & released in 2004,
90% of TOR use is criminal;

* Proxy service to conceal source & location;
TOR indexing is minimal & ineffective;

Some cites require invitation code or
payment;

6/14/2017

Darknet

* TOR Addresses change frequently;

+ System is incredibly slow due to the effort to
conceal locations & bouncing communications
through servers all over;

Gibberish is used to conceal sites;

Silk Road started Feb 2011: 70,000 US
users/day 600,000 users World Wide at Max;
Alpha Bay & others replaced Silk Road;

Darknet

* August 2015: 362,000 US users/day 2,000,000
users/day worldwide;
* Sample Index of criminal cites for sale:
~ Fraud 22,000; Drugs & Chemicals 117,367,
- Counterfelt [tems 4,468;
— Digital Products 10,476; Jewels & Gold 927;
—Weapons 1859; Carded Items 2,337;
- Software & Malware 1557,




L

Bitcoin

Virtual Currency started in 2009 at
www.blockchain.com;

Uses "wallets” to store value; who controls
the wallet is difficult to prove;

Fees for use of “Escrow funds” is 1 to 3%;

Integrity of system is built on trust verified by
“Data Miners” using matmatical algorithms;

Transactions are delayed for verification;
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Bitcoin

Value is dependent on use/market;
Evaluation by customers satisfaction is a basis
for trust similar to S star ratings;

No regulation; verification is based upon
unknown data miners who get a fee;

They search for evidence of legitimacy in part
based vpon the entity who sold Bitcoins;
search for background info of participants.

Bitcoin

Exchanges & entities selling products may
disappear with value; They're criminals|!};

TAILS system on a thumb drive can use TOR
and leave no record;

Weak point is exchange points where cash is
exchanged for Bitcains;

Ransom Ware, fee is paid in Bitcoin;
Nearly perfect money laundering tool.
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Total value of card-not-present transactions is expected
to grow from $9 B in 2013 to nearly $19 8 in 2018, as
fraud at the point of sale shrinks
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Il. International Terrorism

* Novermnber 13, 2015; Bataclan Theater, Paris,
France and a few weeks later similar attacks in
Belgium:
= Funded with 3,200 gift cards, unknown to either

government;

= Funds loaded on the cards thraugh international
transfers on a Sat Phone near Abu Dhabi;

— No monitoring system.

France targets prepaid debit cards in fight
against terror finance

France, announcing
fresh moves against
terrorist  financing,
said on Nov. 23 it
would target prepaid
debit cards which it
said were used in
the recent Paris
attacks.
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Cash and Prepaid Debit Cards

"We will regulate more strictly the use of prepaid cards
which were used in the November 13 attacks, in order
to make it harder to remain anonymous," Finance
Minister Michel Sapin told a news conference.
Currently, prepald credit cards can be recharged
without identity checks so long as they don't exceed
2,500 euros over one year.
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-

Details of stricter debit card rules, which are part of a
wider set of measures to combat the financing of terror,
are to be given in early 2016, the finance ministry said.
"There are new means of payment which have been
created which should be on our radar,” said Bruno
Dalles, head of the ministry's Tracfin financing
intelligence unit,

"l am thinking particularly of prepaid cards, especially if
they are delivered in nearby foreign countries and used

in France, for example to book hotel rooms,” he told the
news conference.

Riverside, California, shootings

* It has been reported the co-conspirator of the
couple purchased the guns and ammo;

= The reports say the guns and ammo were
purchased with gift cards;

+ Hard to confirm details because the purchaser
is charged with felonies and will be on trial;

* No system exists to confirm whether the
mangy came from outside U.5.

12



lll. Used to Facilitate Organized

Criminal Enterprise and Conceal Assets
16,000 ift cards — 52 Million $h
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Two hours and 1,600 fake credit cards later:
$13 million is gone

by vams Kotmrrs oy poaboitaurty May 23, 2006 1L 14 AM ET
Is ¥t e ‘Ocoats Elove of syburcruma?

A South African bank became a victim of s bank heist
10,000 miles away, afier » group of criminaly stole $13
million out of cash machines on spother continent using ke
South Afcican credit cands,

Tha thy vas el arcisal |.500 Gty cotds b0 i ulrw S vy feom 1400 i ridhaal cas
machy et acrous lapus, iy &1 local wedie, imswding fm Kimdo sgemcy.

The vards wory allagedty crvstnd ming dets vodem from the Souh Africas Siamierd Bak Girowp
1SL0LTH wiich fus wo ppparesl somecion with lapan

Btk the growp just over s s i sisal e momay From the Stanlard Pasl, witalrawing
the mammern armunt of 100 500w (3901 pin 14,590 imlir'Jdiad truasecs om, du emdia

Tha band astimatnd jin ot | g2 00 wllicm Southy Adrcas il | 520 million ], sl caltisl fs
Twist n “poplasticaind, coonhnsted Smal jacident”

BOLO From Maryland
State Police and
Washington DC Police
Department

The twe pickured Stiygets from Estonia wese anested Seplerder 1 2016, Both subects
tere emested i e processes of using re-encoded debt cards with PIN rumbers and
mare tan 50 cards n possession. Subjects have been i the courtry smee August 16,
2016 and stated tat they had gonz to more then 30 banks in VA, MO and Distictof
Cobrrbia. Sutpets have been here in te past year aswel a had gqone to move ian
50 bianks thet fime. Any momztion plezse ¢al
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4 Arrested, Guns and
Thousands of Blank Cred|t
Cards Seized In Brooklyn, New
Yark: NYPD

Four people were arrested, and guns and thousands of blank credit cards were
saized at ar apartment in Brooklyn, police say. A seanch warrant was executed at a
997 Dekalb Avenue apartment In Bec¥ord-Shuyve<ant n a case involving fake bank
cards and forgery machines. Séven handguns, ammunition and weapons pans were
taken by police, as was forgery equipment, inchading 2,433 blank credit cards, two
credit card embosser machines, snd three cradit card skimmers, Laptops, o=l
phones and ¢ash wene ako salzed, according to police. Police amested Joshua
Crosland, 51, Kymberlaa Dutant, 465, Taquia Durant, 18, and Lawis Durant, 48.

All four Suspects face weapons charges, Crosfand, Kymberiea Durant and Lewis
Durant also face changes of criminal possession of a forgery device.
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Heflin, Alabama-

During a traffic stop on I-20, a Hafiin Police: OMcer detected the odor of marljuana
from inside the vehicle he stopped. During & probable cause search of the vehicle,
the officer located 40 gift cands k1 the center console And numens; receipts on
the rear floor of the vehicie, showing repetitive reloading of the gift cards from
various stolen credit card numbers, The Heflin officer used ERAD to catalog and
conduct 3 balance Inquiry on the 40 gift cands. A total of $19,600 USC was
idenitifled and recovered from the cards. Investigators discovered a short time later
that the suspect from the traffic stop was part of a Haltlan-based criminal
organization using Cith Bank credit lines to steal credit card numbers. Citi Bank
reported losses of more than $10 milllon dua to the money laundering activity of
hs one group, alone

”

Records

+ Most on a single card: $480,000,000 seized as
part of a drug/money laundering investigation
in a foreign currency;

= Most Cards: 84 pounds of cards, estimated to
be about 101,000 cards;

+ Advised there has been a larger seizure but
details have yet to be shared.

14



IV. Raid of IRS Refunds

* Hackers get Personal ID & related financial info;
* File Electronic Tax Return early with refund to a
Greendot card in your name at your address;

* Just prior to date refund is transmitted to card
they change your address to a drop where
thousands of cards are sent;

* Cards are picked up, money moved, and you
have to convince IRS you did not file return.
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Refunds

* Money very ngarly cannot be traced without
ERAD to follow movement;

+ $2-4 Billion lost this year;

= Taxpayers refunds are substantially delayed;
= Money not available to fund government;

* IRS has not been issued ERAD technaology;

* Computer system to monitor addresses where
refunds are sent?

V. U.S System For Tracking Monetary
Instruments.

Monetary Instrument defined 31 U.S.C. &

5312{a)(3).

* 31 U.5.C. §5313 CTRs. More than $10,000 in
coins, currency or other monetary instruments;

+ 31U.5.C. § 5316 CMIRs transports a monetary

instrument of more than $10,000 into or out of

U.S. or receives within the U.S. a monetary

instrument of more than $10,000...; Form 8300;

What happens if a monetary instrument does not

include money on a card?

-
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We have no regulations regarding cards.

* According to BSA 31 U.5.C. 5311, "Treasury shall
issue regulations ... regarding the sale, issuance,
redemption or international transport of stored
value, Including stored value cards” no later than
February 16, 2010.

* Blocked by Card Companies, for false and unjustified
reasons associated with profit earned from criminal
enterprise. Never submitted to Federal Register.

+ Similar to the conflict between Arizona and Western
Union over funding of alien smuggling.
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Western Union

= The use of Western Union wires to fadlitate human smuggling
In the sex trade industry finally caused W. U. ta examine what
It could do to aid law enforcement investigations from data
mining of its own records. Particularly in Europe, W.U. has
been recognized for its pioneering work reducing sexval
slavery. This discovery was essentially forced upon Western
Union by Arizona.

Stored value cards may be the next opportunity for law
enforcement to force an industry to evaluate its assodation
with criminal enterprise.

W.A. recognized it did not profit from an assoclation with
revenue generated from foreign criminal enterprise. Will the
issuers of stored value cards be next?

.

4r

Card Seizures
What have you seized when you have the card? Plastic;

Determine the available funds using a “balance inquiry”
transaction;

Secure funds for up to 30 days using a “hofd”
transaction: Same Commercial Transaction used to
purchase online;

Obtain a Court order or Seizure Warrant to remove vafue;

Transfer funds to a designated law enforcement bank
account using a "seize” transaction

16



Where Will You Find Cards?

« Same places you will find drugs and cash.
* Will dog alert to cards?

« Don’t know if cards hold odor but if the cards are
in a container which is associated with drugs the
alert is valid and the cards suspect.

+ Number of cards is relevant. Who travels with
dozens of cards?

* Must act quickly to capture value.
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VI. Reading Data on Mag Stripe

* 100% of Courts considering this issue found:
= No reasonable expectation of privacy in data;
—~ Data is owned by the issuer of card not holder;
= Scanning Card is not a Search;
— Process is Constitutional.

* The only dissenting opinion related to who
controls the data on the card.

Cases

U.5. v. Meding, 2009 WL 3669636, affirmed in part and
reversed in part on other grounds sub nom, U.5. v.
Duaorte, 2009 WL 3669537 (5.D.Fla.2008);

U.S. v, Alabi, 943 F.Supp.2d 1201 (D.N.M. 2013)
Affirmed on other prounds at 597 Fed Appx. 991 (10
Cir. 2015);

U.5. v. Benfomin Briere De Ulsle, 2014 W|. 5431349
(D.Neb. 2014); affirmed at 825 F. 3d 426 (8 Cir. 2016);
U.5. v. Bah, 794 Fed 3d 617 (6* Cir. 2015);

U.S. v. Turner, 839 F. 3d 429; (5th Cir. 2016).

17



Every Court to consider this issue agrees:

+ After analysis of the five cases addressing the scan of

cards in the custody of law enforcement, it is clear no

search is involved.

There exists no legitimate privacy expectation with

regard to the data contained on the card

= An inspection of the card will reveal either the same
Iinformation on the face of the card or evidence of a
criminal purpose for the card.

« Like an alert by a canine, the scan reveals nothing
else and Is not a search.
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VIl Civil Asset Forfeiture

(1) ERAD: Freeze vs Seize before the funds
move;

{2) Transaction history of cards and real time
search warrant — trafficking kids;

(3) Recovery of Value for Victims of Crimes
regardless of the capture of perpetrators;

{4) Historical Basis for Federa) Seizuresin
Admiralty Law due to use against pirates;

(5) Compare to other civil recovery
thearies;

(6) Anti-Law Enforcement/Anti-
Forfeiture entities with links to
George Soros and the Koch Brothers
have combined efforts to cripple the
ability of law enforcement to pursue
proceeds of criminal activity absent
conviction;

18



(7) Examples of cases which would have
failed under this regime:

* Ken Lay: ENRON;

+ Rafael Aguilar Guajado:

* Luis Guillermo Angel Restrepo: Chief Pilot

for Pablo Escobar and founder of Los Pepes: U.5. v
Basler Turbo 67 DC-3 Aircraft, 906 FSupp 1332 {D.

Ariz, 1995}

Randy Habib to Degenv. U.5., 517 U.S. 820 (1996);
Fugitive Disentitlement Doctrine: 28 U.S.C. § 2466.
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Generally important to all forfeiture cases

* U.S, v. Arvizu, 122 5.Ct. 744 (2002).

— Dfficer observed a long number of factors which lead him to
believe the van was engaged In trafficking;

the evidence discovered in stop;

= 9™ Cir. In de novo review, substituted its judgment for that of triat
Judge; individually considered each factor and dismissed each as
failing to establish PC by itself;

— Lacking probable cause, the 9% Cir, Suppressed evidence &
ordered defendant released;

+ 5.Ct. reversed divide & conquer approach of the 9t Cir,

Must consider totality of circumstances.

= Trial judge found those factors significant and refused to suppress

FLORIDA v. HARRIS
133 5.Ct. 1050 (2013) Unanimous Court
* Facts of the traffic stop as reported by the S.Ct.:
= First stop based upon expired licanse plats;

= As officer approached driver'y-side door saw & was "visibly nervous”
unable to sit still, shaking, breathing rapidly, and an open beer can;

= Asked A for consent to saarch truck and A refused;

= Officer retrieved his dog and conductad a “free air sniff™ sround the
vehicle driven by 4; dog alerted at driver’s door handle,

= Subsequent search found math compenents,

= & admitted he cooked and used meth on s regular basis

= Second stop was for a broken brake light.

= Dog agaln alerted to door handle, but nothing found in truck

* Noneed for “catch and release,” based on observations

19



FLORIDA v. HARRIS

4 attacked credibility of dog on the basis of inadequate field

performance logs, claiming dog alerted when nothing was

present, i.e. dog was wrong if nothing found.

Supreme Court disagreed:

+  “The batter measure of a dog's reliabllity thus comas away from the field,
in lled tasting envi 5

+ "Adstection dog recognizas an odar, not a drug, and should alert
whernever the scent ks prutent, sven If the substance is gone

+ “..the mere chance that the substance might no langer be at the location
does not matter; » well-tralned deg's alert establishes a falr probability—
ali that is required for probable causs—=that elther drugs or evidence of a
drug erime will ba found ™

= Quotes The Sclentific Warking Group on Dog end Orthogonal Detector
Guidelines, *best practices.”
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FLORIDA v. HARRIS

= What will & use from this opinion?
= A may challenge evidence of a dog’s rellability;
= Cross-examine the officer;

= Present fact or expert witnesses;

= Attack certification or tralning programs as toe lax or utilizing faulty
metheds;

programs simufated suf ly diverse envl
* Whaether programs use enough blind testing.
+ Attack the regulsr tralning record and logs.
= Holding “Betause tralning reconds established Aldo's reliability in
detecting drugs and Hartis failed to undermine that showing, we agree
with the trial court that Wheetley bad probable cause to search Harris’s
truck”

Summary

Prepaid Cards are quickly becoming the preferred method of
currency for criminal activity and money laundering;

Card information can be easily encoded on 1o any magnetic
stripe making detection and analysis difficult;

Criminals can transfer funds from one card to another in a
malter of seconds;

Card Reader provides Law Enforcement the tools required to
quickly Identify, hold and seize prepaid funds at the point of
arrest;

Thank you to ERAD, Inc. for providing much of the intellectual
property ized In the pr tation related to cards.
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Proposed Solutions

* The Goldwater Institute; Institute for Justice;
George Soros; Koch Brothers; ACLU; Crooks &
Criminal Defense Bar all agree the solution is
to require a criminal conviction before law
enforcement is allowed to pursue seizure/
forfeiture actions. AZ Legislature & Gov Agree

* L.E. solution is to get the readers as close to
the font lines as possible and recover stolen
value to protect victims.
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